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INTERNET RISKS:INTERNET RISKS:

SPAM EMAILSPAM EMAIL

PHISHING and IDENTITY PHISHING and IDENTITY 
THEFTTHEFT

VIRUSES, WORMS, TROJANS VIRUSES, WORMS, TROJANS 
and SPYWAREand SPYWARE

AUCTION FRAUDAUCTION FRAUD

WIRELESS SECURITYWIRELESS SECURITY

OTHER CRIMINAL ACTIVITYOTHER CRIMINAL ACTIVITY



SPAM EMAIL is also called “UCE” or SPAM EMAIL is also called “UCE” or 
UNSOLICITED COMMERCIAL EMAILUNSOLICITED COMMERCIAL EMAIL

MOST SPAM IS FRADULENT …MOST SPAM IS FRADULENT …

OVER 80% COMES FROM “ZOMBIES”OVER 80% COMES FROM “ZOMBIES”

NEVER CLICK ON THE “REMOVE ME” NEVER CLICK ON THE “REMOVE ME” 
LINK UNLESS IT IS A SERVICE YOU LINK UNLESS IT IS A SERVICE YOU 
INTENTIONALLY SUBSCRIBED TOINTENTIONALLY SUBSCRIBED TO

NEVER REPLY TO SPAM OR CLICK NEVER REPLY TO SPAM OR CLICK 
ON LINKSON LINKS



COMMON FORMS OF SPAMCOMMON FORMS OF SPAM

FINANCIAL: GET RICH QUICK SCHEMES, FINANCIAL: GET RICH QUICK SCHEMES, 
PENNY STOCK “TOUTING TRASH”, PENNY STOCK “TOUTING TRASH”, 

NIGERIAN 419 SCAMSNIGERIAN 419 SCAMS

HEALTH:  CHEAP PRESCRIPTIONS, HEALTH:  CHEAP PRESCRIPTIONS, 
SEXUAL AIDS, CURES FOR ANYTHING, SEXUAL AIDS, CURES FOR ANYTHING, 

WEIGHT LOSSWEIGHT LOSS

MERCHANDISE:  OEM SOFTWARE, MERCHANDISE:  OEM SOFTWARE, 
TRAVEL, MOVIES, WATCHES AND TRAVEL, MOVIES, WATCHES AND 

JEWELRY, GIFT CARDS, “MIRACLES”JEWELRY, GIFT CARDS, “MIRACLES”

PORNOGRAPHY, DATING SERVICESPORNOGRAPHY, DATING SERVICES



THERE IS REALLY NO EFFECTIVE THERE IS REALLY NO EFFECTIVE 
WAY TO STOP SPAM, BUT IT CAN WAY TO STOP SPAM, BUT IT CAN 

BE MIMIMIZEDBE MIMIMIZED

USE A SPAM FILTER, OR ASK USE A SPAM FILTER, OR ASK 
YOUR ISP IF IT OFFERS SPAM YOUR ISP IF IT OFFERS SPAM 

FILTERING … MOST DO!FILTERING … MOST DO!

SIMPLY DELETE SPAM WITHOUT SIMPLY DELETE SPAM WITHOUT 
OPENING ITOPENING IT



PHISHINGPHISHING

A COMMON A COMMON 
METHOD OF METHOD OF 
IDENTITY IDENTITY 
THEFTTHEFT

SPOOFS LEGITIMATE SPOOFS LEGITIMATE 
WEB SITES, WEB SITES, 
ESPECIALLY ESPECIALLY 
FINANCIAL SERVICE FINANCIAL SERVICE 
COMPANIES AND COMPANIES AND 
RETAILERSRETAILERS



How common is PHISHING?  What are the losses?



17 Dec 07: APWG Releases Sept 2007 Phishing Trends Report

221 in 7/04  38,514 in 9/07
www.antiphishing.org













VIRUSESVIRUSES WORMSWORMS TROJANSTROJANS

SPYWARESPYWARE



YOU *MUST* HAVE ANTIVIRUS YOU *MUST* HAVE ANTIVIRUS 
SOFTWARE, A FIREWALL, AND SOFTWARE, A FIREWALL, AND 

ANTISPYWARE SOFTWARE ANTISPYWARE SOFTWARE 
INSTALLEDINSTALLED

THEY MAY BE PURCHASED THEY MAY BE PURCHASED 
INDIVIDUALLY, OR AS A SUITE INDIVIDUALLY, OR AS A SUITE 
WHICH WILL OFTEN SAVE $$$WHICH WILL OFTEN SAVE $$$

MAY ALSO BE AVAILABLE FOR MAY ALSO BE AVAILABLE FOR 
FREE EITHER AS A DOWNLOAD OR FREE EITHER AS A DOWNLOAD OR 

FROM YOUR ISPFROM YOUR ISP



SOME FREE ANTISPYWARE, FIREWALL, AND ANTIVIRUS SOFT WARE

http://free.grisoft.com   - AVG Free Products, inclu ding AVG AntiVirus, AVG 
AntiSpyware Free Edition, and AVG Anti-Rootkit Free

http://www.comodo.com  – Comodo Free products
Free integrated personal computer security products , including an antivirus, 
firewall, anti-malware (anti-spyware), website auth entication (anti-phishing, 

internet fraud, and  identity theft protection), an d anti-spam utilities

http://www.comodoantispam.com – Comodo AntiSpam

http://www.avast.com/eng/avast_4_home.html - AVAST AV

http://www.safer-networking.org  - Spybot Search & D estroy

http://www.microsoft.com/athome/security/spyware/so ftware
Windows Defender

http://www.zonealarm.com/store/content/company/prod ucts/znalm/freeDownload.jsp
FREE Zone Alarm Firewall



AUCTION FRAUDAUCTION FRAUD
ALMOST ALL AUCTIONS ON ALMOST ALL AUCTIONS ON 

EBAY, UEBAY, U --BID, AND MOST BID, AND MOST 
OTHER AUCTION SITES ARE OTHER AUCTION SITES ARE 
LEGITIMATE.  ALMOST ALL LEGITIMATE.  ALMOST ALL 
HAVE STRONG ANTIHAVE STRONG ANTI --FRAUD FRAUD 

PROTECTION IN PLACEPROTECTION IN PLACE

NEVER PAY BY CHECK, MONEY ORDER, OR NEVER PAY BY CHECK, MONEY ORDER, OR 
WIRE TRANSFER; ONLY PAY WITH CREDIT WIRE TRANSFER; ONLY PAY WITH CREDIT 

CARD OR PAYMENT SERVICE THAT CARD OR PAYMENT SERVICE THAT 
PROTECTS YOUR TRANSACTION FROM PROTECTS YOUR TRANSACTION FROM 

FRAUDFRAUD



CRIMINAL ACTIVITY ON THE INTERNETCRIMINAL ACTIVITY ON THE INTERNET

INCLUDES PEDOPHILES, SCAMS (often from INCLUDES PEDOPHILES, SCAMS (often from 
SPAM email), TERRORISM, IDENTITY THEFT SPAM email), TERRORISM, IDENTITY THEFT 

(often from PHISHING), AUCTION FRAUD, (often from PHISHING), AUCTION FRAUD, 
SELLING STOLEN OR COUNTERFEIT GOODS SELLING STOLEN OR COUNTERFEIT GOODS 

(often SPAM or on AUCTIONS), HACKING (often SPAM or on AUCTIONS), HACKING 
AND CRACKING (a good FIREWALL will AND CRACKING (a good FIREWALL will 

provide strong protection)provide strong protection)
CONTACT APPROPRIATE LAW CONTACT APPROPRIATE LAW 

ENFORCEMENT OR OTHER ENFORCEMENT OR OTHER 
INVESTIGATIVE AGENCY INVESTIGATIVE AGENCY 

http://www.ic3.govhttp://www.ic3.gov



HTTP://WWW.IC3.GOVHTTP://WWW.IC3.GOV



HTTP://WWW.IC3.GOVHTTP://WWW.IC3.GOV



WIRELESS SECURITY

Many of us are using Wi-Fi, also called
Wireless internet, wireless home networking
802.11 a, b, g, or n.

There are people who go “WAR DRIVING”
to find unprotected wireless networks, so
they can access the net
surreptitiously, or
access the data on the
compromised network.
Neighbors can do it
too!

Fortunately, there 
are some easy
safety tips.



10 TIPS ON SECURING A WIRELESS NETWORK
Source:
http://compnetworking.about.com/od/wirelesssecurity /tp/wifisecurity.htm

1. Change default administrator passwords and user n ames
2. Turn on compatible WPA or WEP encryption.  Do not  use default settings;

create your own pass phrases and keys.  All wireles s components may
require the same setting in order to communicate.

3. Change the default SSID (Service Set Identifier).   Many manufacturers use
their brand names as the SSID.  The SSID for Linksy s is “Linksys”, which
makes it very easy to crack

4. Enable MAC address filtering.
5. Disable SSID broadcast.  Broadcasting the SSID al erts others that you are

online and available.
6. Do NOT auto-connect to open Wi-Fi networks.
7. Assign static IP addresses to devices.  Turn of D HCP on the router and

access points. Use a private IP address such as 10. 0.0.x.
8. Enable the firewall on each computer and router.
9. Position the router or access point safely. Place  near center of home rather

than near a window to minimize outside leakage
10. Turn off the network during extended periods of  non-use.  Just because a 

broadband connection is always on, does not mean yo u have to always be on.



BE ESPECIALLY CAREFUL WHEN USING PUBLIC HOTSPOTS!
There are phony “evil twin” hotspots in many public  places that advertise “free 
connections” or ask for a credit card for access; t hese capture user name, 
password, and credit card information for nefarious  purposes, or steal data from 
your computer!

Remember that anytime you are on a public hotspot t hat you may be vulnerable to 
someone else accessing your computer!  Most public hotspots do NOT use 
secure encryption.  Make SURE that you are connecte d to a legitimate access 
point and NOT a spoofed access point! Do NOT set yo ur wireless card to “connect 
automatically” to any available network.  Turn off “ad hoc” mode, which will 
prevent others from connecting to you.

For security purposes, encrypt sensitive data on yo ur notebook computer.

Use a VPN (Virtual Private Network) whenever possib le.

SOURCE: http://www.jiwire.com/wi-fi-security-travel er-hotspot-1.htm



INTERNET TERRORISMINTERNET TERRORISM
�� Denial of access Denial of access -- personal, business, personal, business, 

institutional, governmentinstitutional, government

�� Mail Bombing Mail Bombing -- overwhelm or crash overwhelm or crash 
server or network, “SPAM”server or network, “SPAM”

�� Stalking Stalking -- public databases, email, chat, public databases, email, chat, 
voice, graphics, videovoice, graphics, video

�� IMPERSONATION and IDENTITY THEFTIMPERSONATION and IDENTITY THEFT

�� URBAN LEGENDS AND HOAXESURBAN LEGENDS AND HOAXES
�� May cause economic damage, May cause economic damage, 

embarrassment, unjust fear, etc.embarrassment, unjust fear, etc.



CYBER TERRORISMCYBER TERRORISM

Cyber terrorism is the use of computers, and the 
global communication medium—the Internet—to 
launch attacks and nefarious acts that harm, maim 
or kill innocent people. In order for cyber terrori sm 
to be a real threat it first have to be possible, s econd 
has to be feasible and third has to be uncontainabl e. 
Unfortunately, cyber terrorism is not only possible , 
but has been demonstrated in isolated situations. 
The feasibility however is a little more suspect. T he 
methods of containment of such acts is not very 
well known and opinions range all over the 
spectrum.  - Partha Dasgupta , Arizona State 
University -Tempe











� All of the preceding scenarios are 
REAL!

� They have ALL already happened 
according to security officials

� WHAT NEXT?

“Hey, wanna hear
something freaky?”







Stumbling Across Islamic Hackers
February 16, 2007: Many of us know the Internet is overrun with scams and 
crooks. We only have to look at the spam that slips  through our spam filters 
to get a taste. Less known is the fact that some of these Internet crooks are 
doing it to support Islamic terrorism . An example of this was recently 
revealed at a computer security conference, as two researchers described 
how they had worked their way into the Internet cri minal underground, to find 
out how it operated, and came up against a group of hackers that also 
maintained several Islamic radical websites, and th at used some of their 
stolen credit card data was used to buy communicati ons gear and laptops of 
the type favored by terrorists. The researchers brought in law enforcement 
when it became obvious they had some real bad guys in their sights. All that 
could be revealed was that some of the hackers oper ations (like botnets) 
were shut down, and that the bad guys were still ou t there, in the Middle East 
and Germany. Actually, these hackers may have been arrested, but in this 
aspect of the war on terror, you don't broadcast th at sort of thing. That's 
because you want the people the hackers work with ( rarely face-to-face) to 
believe the Islamic radical hackers are still in bu siness. That way, you can 
identify more of the people involved, especially those terrorists on the 
receiving end of stolen money and goods.
SOURCE:  Strategy Page
http://www.strategypage.com/htmw/htintel/articles/2 0070216.aspx



THE INTERNET IS A WONDERFUL THE INTERNET IS A WONDERFUL 
VIRTUAL PLACE, CHOCK FULL OF VIRTUAL PLACE, CHOCK FULL OF 

INFORMATION, SERVICES, INFORMATION, SERVICES, 
RESOURCES, AND OTHER RESOURCES, AND OTHER 

VALUABLE CONTENTVALUABLE CONTENT

BY USING COMMON SENSE, AND BY USING COMMON SENSE, AND 
PRACTICING “SAFE HEX”, THE PRACTICING “SAFE HEX”, THE 

INTERNET CAN ALSO BE A SAFE INTERNET CAN ALSO BE A SAFE 
PLACE TO VISITPLACE TO VISIT



QUESTIONS AND DISCUSSIONQUESTIONS AND DISCUSSION
IF YOU NEED TO CONTACT ME:IF YOU NEED TO CONTACT ME:

EMAIL:  EMAIL:  iwilsker@apcug.net  iwilsker@apcug.net  

GET HELP FROM OTHERS:GET HELP FROM OTHERS:
USERS’ GROUPS MAY BE EXCELLENT USERS’ GROUPS MAY BE EXCELLENT 

RESOURCESRESOURCES


